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Background

In or before 2013, the ACLU filed a Freedom of Imfation Act request on the IRS,
and for which a response was returned by IRS endatring of 2013.

In the response, it was popularly reported thatR&believed that it had the right to
obtain e-mails that were more than 180 days oldhout a search warrant, & without any 4th
Amendment finding. This finding alone was the Bdsr some sensational news exposure.

In addition to the more formal and “legal” ways tarits of the government to “reach
out”, the news has picked up stories of the Sp@&gpadrations Division (SOD) which has been
monitoring emails and telephone calls, supposeatfyass information on to law enforcement.
In some cases, law enforcement has been “tippelbtations without knowing the details of
how the information was collected or transmittdthe government’s prosecution files may
have a similar lack of origin information. Aftelt,avhen information is surreptitiously
gathered, transmitted and received, there is ngttirmeasure probable cause against.

The above developments have occurred against ttielop of the use of the
dangerous “Required Records Doctrine,” 5th Amendregoeption that is improperly used
not for public investigation, but against grandyjtargeted taxpayers accused of not reporting
offshore bank accounts, with the grand jury beisgdito force those taxpayers to turn over
records to match with the records the IRS maylikdleady have.

Semi-Voluntary Information Gathering

A. It is well known that many people are prone tdici@usly report others in to the IRS.
The IRS even has an IRS Whistleblower Office, wivies established by the Tax
Relief and Health Care Act of 2006, to processcteeater tips received from
individuals who spot taxproblems in exchange foaavard worth between 15 and 30
percent of the total proceeds that IRS collectse @so Notice 2008-4) IRS even has a
reporting form: Form 211, “Application for Awardif Original Information”

B. For individuals wiling to be interviewed by IR®Iluntarily, there are provisions in the
Internal Revenue manual.

1. In addition to an attorney, a summoned partyesnited to have other persons
present during the interview. Written authorizatfoom the taxpayer is required
for consenting to or requesting such disclosuxete, however, that when a
withess appears pursuant to a summons and is aataedpby a person (other
than the taxpayer) who does not represent theisho witness, such person
may be excluded fromthe interview. This can stonas be cured with the
ever-dangerous waiver of conflict for joint repratdion. IRM 25.5.5.4.8.

2. Third-Party Witness's Choice of Representativey Avitness, including a
third-party witness, has the right to have coupsetent at a summoned
interview. 5 U.S.C. 555(b). The taxpayer has nbtrig be present himself or to



have his counsel present during questioning ofrd-fharty witness. If a
witness's counsel appears to represent persongaovitticting interests, refer to
IRM 25.5.5.5, Dual Representation, and consult Asde Area Counsel. A
summoned third party may choose to be representédedtaxpayer's attorney at
the interview. In that case, consider dual représt@n problems & whether an
attorney should be disqualified on conflict of irget grounds.

Further rules include: A summoned witness may sleoi® have observers
present at the interview so long as (1) the obgsraee silent and do not
participate in or disrupt the interview, (2) thegayer being investigated
provides written consent allowing the disclosureedfirn information to all
attending the interview, and (3) the disclosuréhat return information would
not seriously impair Federal tax administratioRMI 25.5.5.5.7

lll.  The IRS Subpoena Mechanism: IRC § 7602(a)

A.

B.

Main provisions in the Internal Revenue Manuéal5Zcollection) & 5.17.6
(collection) Summonses. Selected Provisions:

1.

2.

More detailed guidance is found in the Summonsdi@ok at IRM 25.5.

Policy considerations:

(@) Summons should be used only when the taxpayetlier witness) will
not produce the desired records or other informagioluntarily.

(b) Summons should be used when IRS is prepareddbk jadicial
enforcement if the summoned party fails to fullyrgy.

(c) Long Term policy considerations: Before issuamy summons, the
Service should consider: (-1-) The possibility tjuaticial enforcement
will be required, and (-2-) The adverse effect otufe voluntary
compliance if enforcement [of the summons] is almared].

(d) The summons should not require no more of tleesis than appear on a
given date to give testimony or produce exstinghsy papers and records
or both.

Limitation: A summons cannot require a withesptepare or create documents,
including taxreturns, that do not currently ex®equirement to appear and give
testimony that would allow a revenue officer to @aibtanswers to all the
questions or blanks on a Collection Informationt&tant for that taxpayer.

Limitation: Pursuant to IRC 8§ 6331(g), the Seevnay not levy on a person’s
property on the day that person (or that persoffisen or employee) is required
to appear in response to a summons issued by thie&eor the purpose of

collecting any tax.

Purpose of a Summons: (-1-) to ascertain theectress of a return; (-2-) to prepare a



return where none has been made; (-3-) to deterthie liability of a person for
internal revenue tax, (-4-) to determine the ligbat law or in equity of a transferee or
fiduciary of a person in respect of any internakeneue tax;, (-5-) to collect any internal
revenue tax liability; or (-6-) to inquire into wffense (civil orcriminal ) connected
with the administration or enforcement of the inedrevenue laws. (Treas. Reg. 8
301.7602-1),

Summons signed by the following officers and &ypks have the authority to issue
summonses to (-1-) the taxpayers being investigated(-2-) to third-party withesses
but only when the employee's manager, or any sugmewofficial above that level, has
given prior approval:

Internal Revenue Agents 2. Estate Tax Attorneys
Estate Tax Examiners 4, TaxAuditors

Tax Law Specialists 6. Compliance Officers
Revenue Officers, GS—9+ 8. Tax Resolution Repredmes

: Revenue Service and Assistant Revenue Servicefeptatives

0. Property Appraisal and Liquidation Specialis& 12 and above

1. Bankruptcy Specialists GS-09 and above (onhf feRP determinations)

RRONO®WE

Official electronic signatures are permitted. Aftatively, the issuing employee may
write and sign a statement on the summons indigahiat he or she had prior
authorization to issue the summons and identifylr|gname and title of the approving
supervisor and the date of the approval. This stabe may be written manually or
electronically in the 'Signature of Approving O#icblank space on the front of the
original summons and all copies. (This more gengmeandate is a relaxation of earlier
case law which required the presence of signatioreappear or else give the taxpayer
ability to quash the summons.)

Activities relating to the summons:

1. IRC § 7602 authorizes the Service to summon Ras® to testify and to produce
books, papers, records, or other data that magleeant or material to an
investigation. United States v. Powell, 379 U.S(145H4).

2. Any noticee may intervene in any proceeding bhadxy the Government to
enforce the summons. The summoned third-party In@sight to intervene in any
proceeding brought by a noticee to quash the sumsmM&c 8§ 7609(b).

3. When a third-party summons is issued, sectio6089(&) requires notice be given
to the taxpayer identified in the heading of thenswns & any other person
(whether individual or entity) identified in the sieription of summoned records.

General Purposes relating to the summons. Iredr8tates v. Powell, 379 U.S. 48,
57-58 (1964), the Supreme Court set forth the dadslthat the Service must meet to
have its summons enforced. The Service must shatwv th



1. The investigation will be conducted pwastto a legitimate purpose;

2. The inquiry may be relevant to the purpose;

3. The information sought is not already within Bervice's possession; and

4. Alladministrative steps required by the Codednheen followed.

5. IRC § 7601 authorizes the Service to inquire dlamy person who may be liable

to pay any internal revenue taxwithout a summons.

6. IRC § 7602 authorizes the Service to summortraews to testify and to produce
books, papers, records, or other data that magleeant or material to an
investigation. United States v. Powell, 379 U.S(145H4).

7. No "improper purposes.” including: (-1-) harasetné2-) pressuring the
taxpayer into settling a collateral dispute; of)(edy other purpose adversely
reflecting on the "good faith" of the investigation

Who may be summoned under the authority of IRB@(a)(2):
1. the person liable for the taxor required to perfthe act (prepare a return);

2. any officer or employee of such person who hésnnmation that may be relevant
to the investigation;

3. any person having possession, custody, or cdveals, papers, records, or other
data that may be relevant to the investigation; and

4, any other person the Secretary deems proper.

Prohibition on summons when case has “officidtigtome “criminal’. IRC §
7602(d)(1) prohibits a summons from being issuedndorced with respect to any
person if a Justice Department referral is in e¢ff@th respect to such person. A

"referral” is in effect, as defined by IRC § 76028), when either:

1. The Service has recommended to the Justice Degatragrand jury
investigation of, or thecriminal prosecution of, such person for any offense
connected with the administration or enforcemennternal revenue laws; or

2. The Justice Department requests, pursuant t&I&ID3(h)(3)(B), the disclosure
of return or return information relating to suchrg@n, as when the Justice
Department requests the Service’s criminal invedtigs to join an ongoing
federal grand jury investigation of the personrfon-tax crimes, such as
narcotic trafficking or racketeering, to investiggtotential tax charges.

3. Note: The limitation of IRC 7602(d)(1) applieslpwhen the Service has
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referred to the Justice Department the taxpayerswhiabilities are at issue. The

Service is not barred from summoning a third-paitpess when the Service has
referred the third-party withess to the Justice &#apent. Khan v. United States,
548 F.3d 549 (7th Cir. 2008); Treas. Reg. 8 302-266)(1).

Exception to 3rd party summons protections fonioal matters: 8§ 7609(2)(E)

provides that the protections for 3rd party summadasot apply if (1) it was issued by
a Criminal Investigator of the IRS in connectionthnihe investigation of an offense,
and (2) the person served was NOT a 3rd Party Ra¢eeper (defined in §7603(b))
and which includes:

Banks / Savings & Loans / Credit Unions 2. Any lenok
Credit Card Co. (Treas. Reg. 8 301.7609-2(a)(3)). 4. Any attorney

Any 8IRC 6045(c)(3)) barter exchange 6. Any accannt
Any regulated investment company 8. Any enrolledreg
ANY 7603(b)(2)(J) owner or developer of a 7613 oftware source code

©oONOwWRE

Another Exception to the formal established 3adtp notice and protection rules is
suspended where the summons is to aid collectitso Rnown as the Collection
Summons Exception of, it pertains to an assesabilitly, transferee liability, or a
liability reduced to judgment. IRC 8§ 7609(c)(2)(insburg v. United States, 90
AFTR 2d 2002-6555 (D. Conn. 2002).

Issuance and service of Summons do not invok@lanme automatically. Itis up to
the issuer to determine if the summons is to bn&rrenforced, and such enforcement
IS an action to determine the propriety of andetst the principles surrounding the facts
of the matter for which the summons was issuedidrinantly, the Internal revenue
code sections used to test propriety include 7608,77609-7612, 7402 & 7210. A

short sampling of matters which may be raised eiu

. legitimate purpose . Inquiry relevant to the legéte purpose;
. Administrative steps followed Info not alreadylRS possession

. Non harassing purpose . Proper Service

. Waiver of Formality Defects . Time and Place for Agapance

Timing and the Forced wait. In civil cases geallgra person having the sought after
information may be generally wiling to turn ovéetinformation, but requiring a
summons in order to avoid civil liability. The tésis often that the giving of the
summons and receipt of the material may occur mgtathus preventing a party to the
case fromthe ability to quash the summons. IRBG®(d)(1) prohibits premature
examination of the records at issue, not physice¢ptance. However, this provision
does not always work.

1. In Conner v. United States , 434 F.3d 676 (4th2006), the taxpayer appealed
the district court's finding with respect to Povgefburth prong, asserting that by
accepting the records from a third party priorxpition of the twenty-three
days in which he, the affected taxpayer, could seejuash the third-party
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summonses, the revenue agent did not follow IR6®(d)(1) nor the IRM.
Despite this, the Fourth Circuit held the taxpay@rgument was without merit.
Although the IRM had directed the revenue agenttagthysically accept
records prior to expiration of the twenty-three ghegyiod in which the affected
taxpayer could seek to quash the summsnsh volation, while relevant to

the bad faith inquiry, did not constitute proof by itself of the IRS's bad faith

in issuing the challenged summonseslherefore, this mechanism does not
always protect. It may be good to contact the geiserved to informthem (1)
that the party intents to object, (2) that any tgturnover” would destroy that
party’s effective ability to object, & (3) that apyemature release of information
may subject the discloser to liability to that yadr violating that party’s rights.

2. There is a special procedure should the IRSveagecords from a third party
before the expiration of the twenty-third day aftetice is given: The received
records are to be (a) immediately sealed in an@gpjate container; (b) the
container marked with the date and time sealed;)&e sealed records
container is to be secured until either (1) anyigeas have failed to file a petition
to quash the summons within twenty-three days afteice or (2) the conclusion
of legal proceedings addressing noticee's petiboguash the summons.

L. Tolling:

1. Under IRC 8§ 7609(e)(1) , a petition to quash ioilby the taxpayer suspends
the period of imtations for assessment under 88501 (Limitations on
Assessment and collection) OR under IRC § 6BBtitations for criminal
prosecutions .

2. Since the limitations period for Assessment anlie€tion under IRC § 6501 is
tolled, above; a petition to quash (especialicsiBankruptcy Law & Procedure
generally does not block assessment), the tollithe 3-year and 240 day
periods of 11 U.S.C. 507(a)(8) hanging paragrafioviing paragraph (G) may
or may not occur depending upon the nature of threngons.

Using the analogy provided by the Internal ReveMa@ual 5.17.6.24,
Summonses Issued to Debtors in Bankruptcy wilat®khe automatic stay
provisions of 11 U.S.C. 8§ 362(a)(6) that prohilanhy act to collect, assess or
recover a claim that arose before the commenceaig¢he case under this title"
by the issuance of “@ollection summons” as an "act to collect" and should not
be issued while the automatic stay is in effe€M]15.17.8.10(2), Automatic
Stay - 11 U.S.C. 8. 362.) However, summonsesed®s part of Delinquent
Return Investigation (DEL RET), or any other invgation where the liability at
iIssue has not been assessed or determined throzmlrtgudgment, are not
considered collection summonses. Accordingly, tHesestigation summons”
would not violate the automatic stay provision ®flS.C. § 362(a). Thus, the

automatic stay provisions of 11 U.S.C. § 362(a)udthmot bar the issuance of
exam purpose summonses.



As aresult, it may be that an action to quashadiéction” summons or a
summons which includes both “collection” and “intigation” parameters may
be viewed as “tolling +30 day” events. Conversattjon to quash a pure
“investigation summons” may not to be a tolling Bzdssuance of a multiple
year summons might also mix “collection” and “inwigation” functions.

If a summoned party’s response to a third-paxyresummons (such as to
determine TFRP liability) has not been resolveé pdriod of limitations for
assessment under IRC § 6501 (civil), or 8§ 688irinal ) with respect to the
taxpayer whose liability the summons is issuedpuispended beginning on the
date which is 6 months after the service of thedtparty summons. IRC §
7609(e)(2). An exception is made for persons gakiotion under IRC 8§ 7609(b)
(right to intervene or a proceeding to quash).

The suspension ends upon final resolution of thrensaned party’s response.
Final resolution occurs when (a) the summons oraudgr enforcing all or part
of the summons is fully complied with and (b) adleeals or requests for further
review are disposed of or the period in which appaa be taken or further
review can be requested has expired. Treas. R&@L.8609-5(e)(3). Thus, a
record keeper who is uncooperative where furthec@edings to quash are not
undertaken, may open and leave open the taxpaidrand criminal liability .

IV. The Tradttional Boundary Between Civil and CnaliProceedings

A.

B.

IRC § 7602 (d)(1) and (d)(2)(A) blocks the summanechanism when there is a
“Justice Department Referral.” The last phras@uthes secretary of the treasury
recommendation for (-1-) a grand jury investigatior (-2-) criminal prosecution.

IRC § 7602 (d)(2)(B) re-enables the summons mesimaupon:

1.
2.

3.

4.

5.

Attorney general notifies the treasury secrethat it will not prosecute
Attorney general notifies the treasury secrethat it will not authorize a grand
jury investigation

Attorney general notifies the treasury secrethat it will discontinue a grand
jury investigation

Attorney general notifies the treasury secrethat criminal proceedings have
reached a final disposition

Attorney general notifies the treasury secrethat it will not prosecute anyone

V. IRS policy on its Forced Gathering of Information

A.

Excerpts fromthe produced documents, most oElvinere written consistently with
public documents, rules, & statutes, but whichsaarmmarized into guides which often
interpret and draw conclusions on the law whickasnewhat pro-government:

1.

A. Reasonable Expectation of Privacy: The analgéan individual's
expectation of privacy with respect to a compuegsehds on the location and
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ownership of the computer and the extent to whichay be accessed by others
in the public domain. (Search Warrant Handbookc®fbf Chief Counsel,
Criminal Tax Division page 56)

Like files shared over a network, emails and otrensmissions generally lose
their reasonable expectation~ privacy and thug fairth Amendment
protection once they have been sent from an indalid computer. (Ibid)

In general, the Fourth Amendment does not pratecimunications held in
electronic storage, such as email messages storaderver, because internet
users do not have a reasonable expectation ofgyrivasuch communications,
Further, because the Fourth Amendment applies vemaonent searches rather
than searches by private actors, it does not apgpdiant the ability of internet
service providers ("ISPs") to obtain customer imfation and disclose it to the
government; To fill this gap, the Stored Communaas Act ("SCA"), 8 U.S.C.
88 2701-11,19 establishes certain protectionsdst@mer information in the
possession of ISPSee 18 U.S.C. § 2703, Specifically, if the governmeegeks

to compel disclosure of the contents of electraeimmunications and other
information without prior notice to customers obsgribers, the SCA requires
that a valid search warrant be obtaingsk Guest v. Leis, 255 F.3d 325, 339 (6th
Cir. 2001). (Search Warrant Handbook, Office ofefidounsel, Criminal Tax
Division pages 56 & 57)

9.4.6.7.1.1 (09-05-2008) Restrictions on Eledatr@urveillance Techniques: (2)
The use of transmitters or other devices used s am trailing vehicles or
personal property is permitted (see subsectiof.9.8.and 18 U.S.C. 83117).
(March 4, 2009 transmittal of revised IRM 9.4.6n&illance and Non-
Consensual Monitoring.)

9.4.6.7.2.2 (09-05-2008) Access to "Real-Timedl@ommunication - Wiretap;
(2) The following are not covered by the wiretaptate: [and are therefore
permitted]:

e. electronic tracking devices, also called trams}j®ys or beepers (18 U.S.C.
§3117)

f. marine and aeronautical communication systemd&.S.C. 82511

(2)(@)((V)
I. electronic communications which are readily axible by the general public

9.4.6.7.3.1 (09-24-2008)tored Electronic Communication/ Transactional
Information/Subscriber Information

(1) Stored electronic communications (defined iJ18.C. §2510) includes

those electronic messages temporarily stored baleartronic communications
service provider prior to delivery to the intendedipient or stored as a backup.
The termalso includes information stored withrarhote computing service".
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The termincludes display data stored in digitalday pagers and cell phones,
stored electronic mail, stored computer-to-comptregrsmissions stored telex
transmissions, stored facsimile data, and privateo/transmissions.

(2) The statute applies only to data stored witkelagtronic communications
service provider. The real-time interception ohganissions to tone-and-voice
pagers is governed by the wiretap statute. (A tame-voice-pager enables
callers to transmit short voice messages to a giies's pager). The acquisition
of transmissions to or fromdisplay pagers andifatestransceivers during the
transmission(s) requires the approval of the Deiggnmissioner, IRS, an
affidavit, an application (which must be approvedtbe Department of Justice),
and a court order obtained in accordance with 883@).82516 and §2518 (see
IRM 9.4.6.7.2.7).

7. 9.4.6.7.3.2 (09-05-2008) Disclosure of Stored @amcations
(1) Title 18 U.S.C. 82702 prohibits disclosure @&fattonic communications
by providers of electronic communication servicesemote computing
services unless one or more of the following caod is met:

a. the information is given to its intended recipienaddressee

b. the information is given to the government purdta a court order,
search warrant, or subpoena

C. the subscriber/customer gives consent

d. the disclosure is to a facility used to forwdné tommunication

e. the disclosure is incident to testing equipmerguality of service

f. the anormation was obtained inadvertently anédfically refers to
a crime

8. 9.4.6.7.3.3 (09-05-2008) Judicial Process fora®litg Stored Electronic
Communications, Transactional Information, and Suibsr Information

(1) Title 18 U.S.C. 82703 specifies the means biclwa governmental entity
may obtain access to stored electronic communicatidhe statute
prohibits electronic communications providers fromfuntarily providing
information to a governmental entity, and requlesg enforcement to use
either a search warrant, court order, or subpoasa@aéscribed below in
paragraphs 2, 3, 4, and 5) in order to obtain ¢fiewing classes of
information:

a. The contents of electronic communication in tetedc storage with an
electronic communication service (such as unopenedil) or with a
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10.

remote computing service (such as records in téfaichives).

b. Basic subscriber information; including the naawdress, local and
long distance telephone toll biling records, télepe number or other
subscriber number or identity (such as temporaslgigned Internet
Protocol (IP) addresses); length of service; amesyof services the
customer or subscriber utilized.

c. Transactional information, which includes aliet records or
information pertaining to a subscriber or custothat are not included in
a) orb).

(2) Ifthe contents of a wire or electronic commuation have been in storage
for 180 days or less, the governmemist obtain a search warrant
based on probable cause, to obtain access to titerds. Notice to the
subscriber or customer is not required. Becausstdteite requires the use
of a search warrant to obtain this class of infaiong it is not necessary to
prepare an Enforcement Action Approval Form outify the use of the
warrant as the least intrusive means to obtairrtfogmation. Form 9809,
Request for Stored Electronic Information is useadlbtain the appropriate
authorization for the search warrant applicatiod arecution.

(@) The government may obtain the contents of actrelric
communication that has been in storage for more 88 days
using a search warrant, a court order issued undet8 U.S.C.
82703(d), or a grand jury subpoena or administratie summons

(b)  Notice need not be given to the subscribesigarch warrant is
used to obtain the information. The statute reguihat the
customer or subscriber to whom the information gued be notified
if the government obtains a court order or issusalgoena or
summons for the information. That notice may blayked for up to
ninety days pursuant to 18 U.S.C. 8§2705. (Thisair®0-day period
can be extended for an additional 90-day periodnuggaplication to
the court for an extension under 18 U.S.C. 82705&hibit 9.4.6
-1lis a sample of a 18 U.S.C. §2703(d) Order.

(4) Basic subscriber information may be obtainedhaihy of the means
described in (3) above [omitted here] or with angrgury subpoena or
administrative summons, without providing notice tothe subscriber.

For opened e-mail or e-mail stored for more th@Mdays, a 8 2703(d) court
order, grand jury subpoena, or administrative sunsne needed. (PDF, Page
17/34 pages, entitled “Internet Surveillance &ckiag Electronic Data CPE
2008")

Pursuant to 18 U.S.C. § 2705(b), agents carydppa court order directing
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11.

12.

13.

network service providers not to disclose the exst of compelled process
whenever the Government itself has no legal dutyatfy the customer of the
process. (PDF, Page 28/34 pages, entitled “Int&Sneveillance & Tracking
Electronic Data CPE 2008")

Email correspondence regarding the 180 day rule:

Jim,

| have not heard anything related to this opinide have
always taken the position that a warrant is neagsshen
retrieving e-mails that are less than 180 days old.
Martin E. Needle

Special Counsel, Criminal Tax

202-622-7193

From= Ruger James W [mailto:James.Reger@ci.irs.gov]
Sent,” Monday, January 10, 2011 3:02 PM

To= Needle Martin E - CT; Erwin Deborah K- CT

C¢= Ruger James W; Winsten David A (ClI)

Subject; US v. Warshak

Martin and Debbie,

In US v. Warshak, 2010 U.S. App. LEXIS, Dec 14,2Qahe
6th Circuit held the government violated the SCAhat
parts of the SCA were unconstitutional. It deattvthe
government seizing defendants’ emails from theWs#k a
subpoena and a court order, rather than with sawarHave
you heard of any fallout fromthis opinion.

The convictions were upheld based on good faiiarreé.
Thanks - Jim

38.1.1.5.2.1 (08-11-2004) Stored Electronic Camigations- 18 U.S.C. § 2701
(Also Known as Title ll)(Transmittal is August Q(B)

(3) Ifthe data has been stored for 180 days or Bgsobable cause search
warrant is required.

(4) Ifdata has been stored for more than 180 daylata is stored in a
Remote Computer Service:

a. A probable cause search warrant is required patide is not
required to the subscriber, or
b. A disclosure court order or grand jury/adminigt&trial subpoena

IS required, and notice is required to the subgcrib

(5) The subscriberis usually notified of governmaatess, unless, upon a
showing of good cause, the court delays noticeaé@more than 90 days.
The Government will reimburse computer servicadasonable expenses.

SURVEILLANCE HANDBOOK, CRIMINAL TAX DIVISION OFHCE OF
CHIEF COUNSEL INTERNAL REVENUE SERVICE (12-94)
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B. Access.

18 U.S.C. § 2703 sets forth the requirements foegoment access to electronic
communications in storage and in a remote compgergice. This includes data
stored in a display pager. In United States v.Waher, 917 F.2d 955 (6th Cir.
1990), the sixth Circuit ruled that the seizurehsdf defendant’s telephone

number stored in a display pager was within thepgaof the search warrant for
telephone .numbers of the drug dealer/target’'sarusts, suppliers, and couriers.

If the contents of an electronic communication hagen in storage for 180 days
or less, the government must obtain a search warrander to have the carrier
disclose the contents. The search warrant musabedupon probable cause and
notice is not required. As with any federal seaserant, it must comply with

Fed. R. Crim. P. 41. See 18 U.S.C. S 2703(a).

If the contents of an electronic communication haeen in storage for more
than 180 days or if the contents are stored im@te computing service, 18
U.S.C. 82703(b) sets forth the following requiretsefor obtaining access:

1. Without notice to the subscriber or customer,gbheernment must obtain
a Fed. R. Crim. P. 41 search warrant. See 18 Us2@03(b)(i).

2. With notice to the subscriber/customer, the gorent can use:
(@) An administrative or trial or grand jury subpeefee 18 U.S.C. §
2703(b)(1)(B)();

(b) A Rule 41 search warrant. See 18 U.S.C. 27@3(@®) (i) ; or
(c) Adisclosure court order. See 18 U.S.C. 2703(d).

14.  Slide presentation in 2010, page 9/9 containsraimeous statement that there is
no privacy rights to emails

“Emails - Generally No Privacy. United States ¥shitz, 369 F.3d 173 (2nd Cir.
2004)

However, the Lifshitz case regarded an appealwbhation condition in a child
pornography case in which “defendant shall consemie installation of systems
that will enable the Probation office or its desagrto monitor and filter

computer use on a regular or random basis and ampwater owned or

controlled by the defendant. The defendant shalkemt to unannounced
examinations of any computer equipment owned otrodied by the defendant”.
Defense attorney wanted a provision which includely “reasonable suspicion
for probationary searches.” The use of this casa basis for stating “no
privacy” is grossly incorrect.

VI. Required Records Doctrine

A. Background: The Required Records Doctrine's nrggin be traced to Shapiro v.
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United States, 335 U.S. 1, 68 S.Ct. 1375, 92 L1#87 (1948). In Shapiro, a fruit
wholesaler invoked his Fifth Amendment privilegea@sponse to an administrative
subpoena that sought various business recordat 4d11, 68 S.Ct. 1375. The records
were required to be maintained under the Emerg@&nicg Control Act (EPCA), passed
after World War Il to prevent inflation and pricegging.

There have been four circuit court decisions,(3th, 9th, & 11th Circuits) which have
held that the Required records doctrine can be tsdeény grand jury targets the right
to remain silent. Itis believed that all four easnvolved the government already
having the information it needed, & used at gramg proceedings to force the citizen
targeted to “admit to their crimes” on record bbthtestifying and by producing the
same records already in the government’s posses&eaall (above) that the usual
limitation on pre-possession of the evidence dapijbly to grand jury proceedings.

What makes the use of the Required Records Dodorebsurd is that it is being used
to defeat the 5th amendment in the main scenariwhah the 5th amendment was
needed, the government’s forcing a criminal deferida testify about potential crimes.
The Required Records Doctrine was formulated tdEndata gathering by a
government that needed to keep itself informednaiine data gathered may or may
not have been harmful to a non-target data sourbé principle was not intended for
use in a single target criminal proceeding to synfipice the citizens accused to testify
against themselves to in effect become their owas @cutor against themselves.

The appeals court cases with brief factual symsops

1. In Re: Grand Jury Subpoena, 696 F.3d 428, 43&tB6Cir. 2012) No.
11-20750 (09/21/2012) a grand-jury investigationvhich the target of the
investigation (the “witness”) was subpoenaed tadpiee any records of foreign
bank accounts he was required to keep under Tre&3apartment regulations
governing offshore banking. The subpoena requitesaitness to produce, for
the years 2005 to 2008, [a]Jny and all records megluio be maintained pursuant
to 31 C.F.R. 8 103.32 relating to foreign finaneietounts.

Citing the Fifth Amendment, the witness argues thkgquiring himto produce the
records sought would compel him to &tmit the existenceof the account, (2)
admit his control over it, and (3)authenticate the records These admissions
would force himto admit to a violation of the Asctecord-keeping provisions.

2. In re Special Feb. 2011-1 Grand Jury Subpoenad@épt. 12, 2011, 691 F.3d
903, 905—09 (7th Cir. 2012), petition for certioganied May 13, 2013.
Appellee T.W. (T.W. stands for target witness) et in October 2009 that the
IRS had opened a "file" on him, and that two in\gestors — an IRS special
agent and DOJ taxdivision prosecutor — were assigo investigate whether
he used secret offshore bank accounts to evadedwasal income taxes. About
two years into the investigation, a grand jury s .W. a subpoena requiring
that he produce, any and all records required tondortained pursuant to 31
C.F.R. 8 103.32 [subsequently relocated to 31 C§FM10.420] relating to
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foreign financial accounts in certain years. Tfil#d a motion to quash the
subpoena on the grounds that producing the demamrededds would violate his
Fifth Amendment privilege against self-incriminatjcand that complying with

the subpoena may, for instance, reveal that T.W .nwd reported bank accounts
that should have been reported or that he hasteporaccurate information. On
the other hand, if T.W. denies having the requestedrds, he still risks
incriminating himself because failure to keep thossords is &lony under the
Act. The Government argued that the Required RecBoctrine overrides
T.W.'s Fifth Amendment privilege because the resorere required to be kept
pursuant to a valid regulatory program. The distt@urt quashed the Grand
Jury's subpoena, concluding that the required d=cdoctrine did not apply
because the act of producing the required recosasstestimonial and would
compel T.W. to incriminate himself. The Governmappeals that order. Held
Reversed, 5th Amendment does not apply.

In re Grand Jury Investigation M.H., 648 F.3d72.a®71-79 (9th Cir. 2011),

cert. denied, 133 S. Ct. 26 (2012) Appellant MsHhe target of a grand jury
investigation regarding whether he used secretsShdagk accounts to evade
paying federal taxes. The district court grantedogion to compel M.H.’s
compliance with a grand jury subpoena. duces tetemanding that he produce
certain records related to his foreign bank accsufle court declined to offer
immunity, and under 28 U.S.C. § 1826, held M.H:amtempt for refusing to
comply. M.H. appealed.

The foreign bank account information the Governnsseks is information M.H.
IS required to keep and maintain for inspectionemttie Bank Secrecy Act of
1970 (BSA), 31 U.S.C. § 5311, and its related ragams. M.H. argues that if he
provides the sought-after information, he riskgiminating himself in violation
of his Fifth Amendment privilege. The Court agrekdt, under the Required
Records Doctrine, the Fifth Amendment does notyappl

In Re: Grand Jury Proceedings, No. 4-10, 707 EZB@ (11th Cir. 2012) This
appeal concerns a grand jury investigation andsthieance of subpoenas duces
tecumto a target (the “Target”) and his wife, whiequired the production of
records concerning their foreign financial accountie Target and his wife
refused to comply with the subpoenas by produdiey records, asserting their
Fifth Amendment privilege against self-incriminatiddeld: affirmed the district
court’s grant of the government’s motion to compEie government’s
investigation focused on the Target and his wifailsires to: (1) disclose on
their taxreturns their ownership of or income dedi from their foreign

accounts; and (2) file, with the U.S. Departmentheaf Treasury, Forms TD F
90-22.1, Reports of Foreign Bank and Financial Asus (“FBAR”). Subpoenas
fell within the Required Records Exception becayfeederal law required the
Target & wife to maintain and make available resood foreign financial
accounts; (2) that record keeping requirement Wessentially regulatory’ and
not criminal in nature”; (3) the records were od #ort that “bank customers
would customarily keep”; and (4) the records hadbix aspects.” The district
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court ordered the Target and his wife to produeesthbpoenaed foreign financial
account records “or be subject to contempt.” Aficm

D. Observations.

1.

The origins of the Required Records doctrine wereer intended as an
exception to our country’s most fundamental freesloifhere is nothing
significantly different regarding “foreign” bank @aunts, especially in an age
where globalization of business is encouraged. Mghide point of denying 5th
amendment rights in the case of a crime of omissitrere the same 5th
amendment rights are guaranteed to citizens tdelitterately perpetrate the
most heinous of crimes?

It should be remembered that all four of the aboases were not investigatory in
nature, and that the grand jury system was useoh adterthought once the
specific citizens were precisely targeted for FB&iRes (presumably

associated with tax evasion). Does this mean thyatiene that the government
seeks to pursue criminal charges that the citibensed can be forced to testify
against himself if a foreign financial entanglemsnéstablished?

The four circuits cited, the 5th, 7th, 9th anthliave all fallen into line to create
an exception to 5th amendment right for citizenstode forced to testify
against themselves where FBAR reporting is corsxkrrGiven the extreme and
diffuse subpoena and summons power of multiple eigerand the effect of
9/11, how many other “foreign entanglements” wdlfound to form an
exception to the 5th amendment right not to testgginst one’s self?

Is this improper use of the Required Records foeto create a serepindipitous
distinction between criminal defendants who justen to move money to an
overseas location and those that don’t? More istergly, can the “planting”/
“establishment” of an overseas account of a crinimeestigation target enable
the government to strip the accused citizen obthsamendment rights?

Where the government already has the recordseinppossession, the only
advantage in forcing the target / citizen accusetkstify is for the purpose of
insuring an easier, slam-dunk prosecution. Oniseréalized that refusal to
testify, court orders to testify, a show cause ingaaind imprisonment for
contempt does not make the prosecution easy enaoulgtne Required Records
Doctrine be similarly used to vitiate the 4th amewrdt as well?

VII. Other 4th & 5th Amendment Crossovers

A. Internet Data Gathering by the U.S. governmeathbnside and outside of the U.S.

1.

Recent news items included verification by th8.lgovernment that online data
Is gathered from overseas. As atechnical prdctiatter the location of the tap
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B.

or data re-direction may not be relevant to theédinon of “overseas”.

A news itemfrom 7/26/13 it was reported thatixdar had received a secret
court order compelling themto provide data on Alflis customer’s calls.
(http://news.nationalpost.com/2013/06/07/u-s-degerdcretly-gathering-data-on
-foreign-nationals-from-internet-companies-suchgasgle-and-facebook/)

“The Cloud” & Administrative summons as a ticketfederal prison.

1.

Administrative subpoenas and criminal law go hamdand. It may be a crime
or contemptible to fail to comply with an agencybpoena (perhaps followed by
an enforcing court action), some internal crimiaals such as perjury may be
related to operations within or under the agenaymiistrative subpoenas form
a first step in a series of actions which may tad full blown criminal
investigation which generates evidence that will @encriminal convictions.

Examples of administrative subpoena authoriziaguses:

21 U.S.C. 876. (1970 Controlled Substances Act)

5U.S.C. App.lll, 6. (Inspector General Act of 897

18 U.S.C. 3486. (health care investigations)

12 U.S.C. 3414 (financial institution records)

18 U.S.C. 2709 (communications provider records)

15 U.S.C. 1681v. (counter terrorism)(credit ageresyords)

15 U.S.C. 1681u. (FBI for counterintelligence)@iteagency records)
50 U.S.C. 436. (authorized investigative agencies)

18 U.S.C. 2332b(g)(5) (federal terrorism crimes)

According to 50 U.S.C. § 438 (Title 50. War anatidnal Defense; Chapter 15.
National Security; Access to Classified Informajiahe term “authorized
investigative agency” means "an agency authorizeldw or regulation to
conduct a counterintelligence investigation or mtigations of persons who are
proposed for access to classified information toeasin whether such persons
satisfy the criteria for obtaining and retainingess to such information." The
number and existence of many more “authorized itigasve agencies” is wide
open. Examples of some of these agencies inciEkt, FBI, Citizenship and
Immigration Services (CIS), CIA, DOD, & NSA. OPNDffice of Personnel
Management) contracts with the other agencies nallessome of their
investigation. Some of the more perfunctory emp®gearches may include:

National Agency Check (NAC)

National Agency Check and Inquiries (NACI)

Child Care National Agency Check and Inquiries AGN)

ANACI (Access National Agency Check with Inquirjes

NACLC (National Agency Check, Local Agency Checksedit Checks)

17



Office:

Specialty.
Education:

Admitted

Curtis L. Harrington

HARRINGTON & HARRINGTON
P.O. Box 91719, Long Beach, CA 90809-1{&fentax.com
Tel. (562) 594-9784; Fax (562) 594-4414 curt@peax.conPATENTAX ©

High Technology Patent / Trademark / Intellecteeperty Law & Taxation

B.S.Chemistry - Auburn University (1974)

M. S. Hectrical Engineering- California State University Long Beach (1990)
M.S. Chemical Engineering- Georgia Institute of Technology (1977)

J.D. - University of Houston School of Law (1983)

M.B.A. - University of Oklahoma (1985)

LL.M. Taxation - University of San Diego School of Law (1997)

Supreme Courts of California, Arizona, Texas, & bda

to Practice: U.S. Supreme Court; U.S. District Court, Centrsitbct of California

Languages
Patents
Prepared
Litigation

Teaching

Member:

Internal Revenue Service U.S. Patent and Trade@ffide

U.S. Court of Appeals for the Federal, Fifth & Nin€ircuits

California Dept. of Real Estate - Broker, Los ArggeCounty California EMT-Basic
U.S. TaxCourt FCC-Commercial & Amateur Extra

Certified by The State Bar of California Board @gal Specialization: Taxation

Japanese Language Proficiency Examination, (Japandation), Level 4; Kanji
Proficiency Exam (Kanji Aptitude Testing Foundatidevel 7, recognized by Japan
Ministry of Education, mastery of 640 kanji; soreetinical Russian reading ability.

Prepared and prosecuted more than 150 patentse mléctrical, chemical &
mechanical technologies and designs ; specialiysamptics, fiber optics, cryogenics
electromagnetics, medical instrumentation & compmite

Associate counselin patent & trade secret lit@atiMunicipal Court Judge pro tem
& Superior Court Mediation program Attorney-Cligae Dispute Arbitrator, Long
Beach Bar Association; Patent Panel, American fab@n Association.

Adjunct Law Professor, Golden Gate University Sdraddaw, LL.M. Taxation
Program;_Georgia Institute of Technologgreviously taught heat and mass transfer
laboratories, and analog and digital computer latwoy.

Current MemberState bars of California, Texas, Arizona and NjeCurrently
Vice-Chair of the California State Bar Board of Bé@pecialization (2013-2014)
member (2011-2014); Central District Consumer Baptcy Attorney Association;
Fellow, National Tax Practice Institute; Past MemiMember (Chair 2010-11) of
the California Bar Taxation Advisory Committee bétCalifornia State Bar Board of
Legal Specialization (2006-2011); Southern Cali@Bankruptcy Inn of Court; Long
Beach Bar Association, (Bd. Governors, 1994-95an@e County Bar Assn,
Taxation Section, (Co-Chair Technology Law Secti®f6); National & California
Society of Enrolled Agents (Orange Co. Chapter P2883-2004); Registered
Parliamentarian - National Association of Parliatagians; Business Management
Committee of SEMA (1997-98); CA Bar: CEB Advisd@pmmittee (1999-2000);
Taxation Section Executive Committee (2002-200%3pime & Other Tax
subcommittee (Chair 2000-2002); Special MasteifdZala State Bar Association for
Search Warrants under Penal Code §1524 (2001-2002).

18



